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Abstract:

The research addressed the concept of cybercrime and its distinctive characteristics that set it apart from other
types of crimes, such as its global nature, speed, difficulty in tracing, and the resulting complexities in evidence
and investigation.

It also touched on the legal and legislative dimensions, highlighting the differences in the definition of cybercrime
from one country to another, in addition to the shortcomings of some national legislations in dealing with this
evolving type of crime. Reference was made to international and regional efforts through agreements and treaties,
such as the Budapest Convention, in an attempt to unify the legal framework for combating these crimes.

From a procedural perspective, the research reviewed the role of security and judicial authorities in pursuing
cybercrimes, along with the challenges related to collecting, preserving, and analysing digital evidence. Emphasis
was placed on digital evidence as a central element in proof due to its distinctive characteristics, yet it faces
several difficulties, including its fragility and susceptibility to alteration or destruction, as well as technical
complexities such as encryption and anonymous systems.

The research also examined the institutional framework for combating cybercrime, highlighting the role of
specialized units within security agencies, and the importance of partnerships with the private sector and civil
society in awareness-raising and capacity building.

In conclusion, the previous chapters found that cybercrime is no longer merely an individual criminal act but a
complex global phenomenon requiring a comprehensive approach that combines effective legislation, advanced

86



Ulrich's Periodicals Directory wswJle)l byl Jus 08 Bgs @lgng élims doSxo dlxo
ProQuest- Clarivate J as,UI

sl auld dlaa

dacloisulg G lusi gl sl gall

security procedures, international cooperation, and the development of human capacities capable of handling
digital evidence and addressing technical and legal challenges.

Keywords: Cyber Crimes.
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